[ Downloaded from ieijqgp.ir on 2025-10-26 ]

Iranian Electric Industry Journal Vol. 13/ No. 4/ Winter 2025
Quality & Productivity ISSN 2322-2344
P.P 11-18 EISSN 2717-1639

Optimizing the Topology of a Power Grid to Enhance its
Resilience Against Cyber-Physical Attacks

Amir Khorsandil. Mohammad Matin Hasani?

1 Amirkabir University of Technology - Tehran — Iran
a_khorsandi@aut.ac.ir
2 Amirkabir University of Technology - Tehran — Iran
hassanimohammadmatin1997@gmail.com

Abstract:

The increasing reliance on interconnected smart grids has made power systems vulnerable to sophisticated
cyber-physical attacks (CPAs). These attacks, which combine cyber intrusions with physical disruptions, can
lead to cascading failures and widespread blackouts, posing significant threats to critical infrastructure. This
paper proposes a novel approach to enhance power grid resilience against CPAs by optimizing the network
topology. The proposed method leverages Network Topology Optimization (NTO) to proactively adjust the
grid's configuration, thereby mitigating the impact of potential attacks. The main idea is to strategically switch
transmission lines and reconfigure bus connections to minimize disruption caused by targeted attacks. This
approach aims to improve the grid's ability to withstand both cyber and physical threats by creating alternative
pathways for power flow and reducing dependence on critical components. The NTO method considers various
attack scenarios, including coordinated cyber-physical attacks that target both the control systems and the
physical infrastructure of the grid. By anticipating potential attack vectors, the proposed approach proactively
strengthens the grid's resilience.The optimization process involves formulating an objective function that
minimizes load shedding under various attack scenarios. This function is subject to constraints that ensure the
grid's operational limits are not violated during the reconfiguration process. The optimization problem is solved
using a suitable algorithm that efficiently explores the space of possible network topologies to identify the
most resilient configurations. The effectiveness of the proposed approach is demonstrated through case studies
on the IEEE 57-bus test system. The results indicate that the optimized network topology significantly reduces
load shedding compared to the original configuration under various attack scenarios. Additionally, the
proposed method enhances the grid's ability to withstand cascading failures, which are often triggered by initial
disruptions caused by CPAs.This paper makes several contributions to the field of power system resilience.
First, it introduces a novel approach to enhance grid resilience against CPAs by optimizing network topology.
Second, it develops a comprehensive optimization model that considers various attack scenarios and
operational constraints. Third, it demonstrates the effectiveness of the proposed approach through case studies
on a standard test system. The proposed approach offers a promising solution for enhancing power grid
resilience against the growing threat of CPAs. By proactively adjusting network topology, the grid can become
more robust and less susceptible to disruptions caused by malicious attacks. Future research directions include
extending the proposed method to larger and more complex power systems and considering the dynamic nature
of CPAs.

results demonstrate its effectiveness in fault location and fault resistance calculation.
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